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the same level of rigorous security re-
quirements as those that exist for Oco-
nee’s three reactors, The owners and op-
erators of the nuclear station said the
dam is vigorously protected and safe.

The nuclear station is well-guarded,
but what of its support systems, partic-
ularly the dam? What is the threat of ter-
rorism? Or sabotage from within? These
are questions Nuclear Regulatory Com-
mission reljability and risk engineer and
whistle-blower Larry Criscione says can
be answered.

Or, if they can't be answered,
shouldn’t they be? And should the plant
continue fo operate if the same height-
ened level of security it employs insidel
the station isn't the same as outside? |

“In tferms of security regulations
they stop at the fence,” Criscione tolci
GreenvilleOnline.com. “They’re inter-
nal to the fence that surrounds the nucle-
ar plant.”

Duke said security is adequate. A dam
failure, they say, is nearly impossible.

The circumstances that could lead to
failure, Duke spokeswoman Sandra Ma-

_gee said, “are hard 0 even imagine.”

Still, questions circle.

Massive dam

Looking up at the looming rock struc-
ture from the surface of Lake Kenwee,
the dam holding back Jocassee’s waters
is the equivalent of a narrow, two-way
gravel county road 385 feet high. It pro-
vides a vantage point from either side of
the so-called Keowee-Toxaway Hydro-
electric Project built 40 years ago.

The virtually unspoiled Lake Jocas-
see is fed by four dammed rivers on one
side, the recreational and retirement
haven Lake Keowee farther below on the
other,

Tts height ranks as the 38" tallest dam
in the U.S., the third tallest east of the
Mississippi.

The “toe” of the 1,800-foot-wide dam
— where the face of a dam reaches
ground level below — stretches far be-
neath the water, 1,500 feet.

At the foot of the dam, locking up
from the Jocassee Pumped Storage Hy-
dro Station, a mass of rock and earth
casts a towering shadow both imposing
and comforting, depending on yeur
imagination.

Water is released through the dam to
create electricity. When demand is high,
‘especially in the summer, turbines are
reversed te pump water back to Lake Jo-
cassee so that its force can generate
more electricity.

Downstream from the dam, on Lake
Keowee, the Oconee Nuclear Station re-
lies on the waters to cool its three reac-
tors that provide the bulk of electricity in
the Upstate. ]

It also relies on the dam to hold, se-that
nuclear meltdown doesn’t happen.

Security questions

In a letter to federal legislators and
regulators and nuclear watchdog
groups, Criscione raised questions about
the security of the Jocassee Dam and the
threat of flooding.

In particular, Criscione questions
whv so manv details of how the dam is

protected are withheld from the public
under the auspices of security-related
CONCEIns.

Since 2007, he wrote in the letter, the
NRC has stamped security issues relat-
ed to potential failure — & prospect the
NRC and Duke have expressed concern
opver since at least 2006 — as “safety-re-
lated information” meant for “official

use oply." )
"Thiz indicates to me that, after five

vears, the NRC has not been able to ade-
guately ensure the security of the Jocas-
see Dam,” Criscione wrote.
| Inhis letter, Criscione said that if the
'povernment believes there isa credible
threat to the dam, then it should require
the same level of security a5 that provid-
ed within the nuclear station.

The nuclear station requires multiple
layers of verification and high-tech de-
tection. Guards armed with assaultrifles
patrol the reactors.

However, only the nuclear station is
regulated by the NRC. The Federal Ener-
gv Regulatory Commission inspects and
oversees the dam, but doesn’t require
the same security measures that a nucle-
ar plant does, Criscione wrote,

Government studies show that & dam
failure could inundate Oconee’s backup
power system under more than 16 feet of
water, well above its capability to with-
stand a flood.

In 2010, the NRCrequired Duke by the
next vear to build up the flood wall pro-
tecting its “standby shutdown facility.”
The NRC granted an extension to 2016.

Duke could lower lake levels in Jocas-
seeand Keowee until the flood wall is im-
proved or shut down the reactors until
the concerns are addressed, Criscione
Wrote,

Late last year, Criscione and a fellow
NREC engineer protested the withholding
of information that they said was less
about protecting security and more
about avoiding embarrassment over
how long the NRC and Duke feared a
problem of dam failure.

“T am not convinced that there is a :

credible security concern regarding Jo-

cassee Dam,” Criscione wrote. “Obvi-
ously, all man-made structures can be i

demuolished. But that fact in and of itself
does not cause a security threat to exist.™
What is the minimum threat that
could jeopardize the dam’s integrity?
“Is it a half-dozen drunken teenage
vandals with some stolen dynamite and a
canoe?” Criscione asked in his letter. “Or
is it a platoon of trained underwater
demolition experts from a technological-

ly advanced nation-state?”

Whatever the answer, Crisci

. I , Crigcione told
GreenyilleOnline.com, the plant shouid
either be shut down or more information

assuring the public released.
Safeguards

"We are firmly committed that
dam)isasecure facility and that the [%EEIE

nee site is a secure facility,” Terry Kin
Qcone_e’g security mansger, told }(.}raegz
}:lllBOI:lImE.CDIIn duringa tour of the dam,
We still feel like some of the details ag-
sociated with the security plan and re-
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space.”

On the Jocassee side, birds perchon
floating barrier that marks where boats
can’t pass any farther. The front gate ia
monitored by surveillance, and keyed
entry is required. i

The dam “is patrolled by trained secu-
rity officers,” Duke’s Magee said.

In terms of background checks for
the keepers of the dam, Magee said the
standard for checks is governed by the
Southeastern Reliability Corp., under
the direction of the Federal Energy Reg-
ulatory Commission.

The standards for background checks
a1 the nuclear station are governed by
the NEC, she said.

However, she said, “The information
obtained in the background checks
would be the same. The background
checks are conducted when an employee
is hired and updated periodically. The
rigor of the program components ap-
plied toa given job is graded based on the
position’s access to critical systepss,
components or information.”

Beyond those security details, Duke
officials offered little else.

“Even though we have secure facili-
ties, we don't typically release the details
associated with what makes us feel like
it’s a secure facility, or what vulnerabil-
ities could exist or the consequences of
what could happen,” King said.

The reason, he said, is that "one report
could be put with another” fo piece to-
gether a strategy of attack, that those

with bad intentions could “extrapolate
other concerns or other potential securi-
ty issues.”

“¥ou would not want details out for
putéantial bad guys to draw from," King
said,

Every vear, the dam is inspected by
federal regulators and then every five
vears by independent engineers, Duke
inspects all dams and dikes in the Keo-
wee-Toxaway project every two weeks
or after significant seismic or rainfall
events.

Inspection techniques wvary [rom
complex to elementary, said Allen Nich-
olson, & Duke senior engineering tech-
nologist. In one test, Duke will use a stop-
watch and sample a pint of stream mea-
sured for the past 40 years and take into
account rains and elevation changes
over the years.

Lake Jocassee offers a challenge to
any Potential attacker, Nicholson said.
'The Iake is largely undeveloped, and the
only convenient access is from Devil’s
Fork State Park, unlike Keowee or Lake
Norman near Charlotte, he said.

The security issue is but one dam con-
cern expressed by Criscione and fellow
NRC engineer Richard Perkins.

Last fall, the pair authored papers
calling into question the intentions of
Duke and the NRC in withholding infor-
mation on what threat a Jocassee dam
failure might pose.

The message was that the NRC and
Duke knew more than they are telling
the public and that the secrets they keep -
are less about safety and more about just
how long they have known and discussed
their concerns.
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Documents released through the
Freedom of Information Act include
government talking points fo communi-
cate the message with those outside the
circle and a timeline detailing NRC con-
cerns shared with Duke and actions both
taken and not taken.

Final safety measures will be put for-
ward in 2016 as part of the nation’s re-
sponse to the March 2011 Fukushima tsu-

g nami and nuclear meltdown.



