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Duke has "very_d_etailed’ cyer
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SENECA ~ Nuglear
power plants have long
been designed to protect
against incidents -~ includ-
ing radiological accidents
and the use of weapons or
explosive devices — that
could pose a threat to pub-
lic safety.

While the 9/11 attacks
contained no cyber compo-
nent, the nuclear industry
togk the initiative from
the tragedy t0 implement
4 cyber security program.

Officials said the program
ig designed to maintain
nuclear safety and continu.
ity of eleciric power.

Ir1 2002, the Nuclear
Energy Institute formed &
task force to develop cyber
security guidelines for
the industry — reviewing

~ security plan

cyber sacuyity measures at
four nuclear power plants
and testing potential vul-
nerabilities, The Nuclear
Regulatory Comnission *
endorsed the industry
guidelines in 2005 and, by
May 2008, all 104 operating
plants had implemented
them voluntarily.

Sandra Magge, Spokes-
person for Dike Energy,
said the company has
9 very detailed” cyber
security plan for all of its
facilities.

“We update, plan and
implement new standards
and controls as needed.”

Magee said.

Magee added that infor-
mation technology officials
monitor the system 24/7 {o
ensure safety and security
of its massive data.

“There isa multi-layered
defense approach that
L ]

dividuals are very highly

skilled and this is their sole _

devotion to their work
Potential threats from,

cyber attacks range from
computer viruses and
worms o tmanthorized ac-
cess to protected data and
systems. These and other
cyber-related threats have
the potential to damage or
shut down systems, destroy
valuable information or
compnjomise privacy and
security — including radio-
logical sabotage,

Cyber security plans
must include measures to
eénsure the capability for
timely detection and re-
sponse to cyber attacks, to -
mitigate the consequences
of such attacks, correct
exploited yulnerabilities
and restore the affected
systemns, networks amd
equipment.

)

PHIOTC EOURTESY OF OURE ERERDY

Experts say nuclear power plants, such as Duke Energy,
are better equipped to defend against potentially devas-
tating cyber attacks than most other utilities.

cyber security vendors and

helps protect our busik-

ness and our information providers that provide a lot

technalogy assets, such of guidance and beneficial
“as aur network system, tnformation. C

computer system and “But we don’t just depend

everything involving on that, because we have

information and data,” she  our own cyber security

said, “We also partner with  professionals. These in-

s

Magee said nuclear pow.
er plants have additional
layers of protection against
cyber attacks compared to
most businesses. !

“Whereas a lot of busi-
nesses, such as banking,’
require two-way data flow,
that 18 something we don't
require sifice it (data) is
being generated by our
operating piant,” she said.

Inaddition, Magee said
the safety and control sys-
tem at Duke is not connect-
ed to the Irl;ternet and there .
are ng problems regardin
identity theft. J

*“The need for data infor-
mation and security is
VEry important in our busi-
ness, and we invest in the
newest in technologies to
ensure we have that,” she
said.
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